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Manazment uzivatelov

» Keycloak sluzi ako centralna databaza uzivatelov (user)
e ... pre aplikacie (klientov) v organizacii (risi)

» Aplikacie maju svoje vlastné databazy s tabulkou pouzivatelov (napr.
tabulka person)
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Manazment uzivatelov

* Potrebujeme parovanie medzi KC user-mi a Entrance person-ami

e Teraz admin mo6ze vytvarat person v Entrance a nasledne ru¢ne v vytvorit
user-a v KC s tym istym emailom, s rolou normal_user a nejakym heslom.

* Potrebujeme vhodny ,,cudzi kluc” medzi entitami person a user

* ID nemb6zeme pouzit, lebo Entrance aj Keycloak si ID generuju
samostatne

* Pouzime atribut email

* V Entrance je email unikatny pre person-u

* V KC mame email unikatny pre user-a (POZOR, musi to byt zapnuté na Urovni
rise)



Integrujme vytvaranie uzivatelov v React-e

* Pomocna funkcia na zistenie, Ci prihlaseny pouzivatel je admin

export function userlsAdmin(user: User | null | undefined): boolean {
if (luser) {
return false

}

const access_token = jwtDecode<any>(user.access_token)
const realmAccess = access_token["realm_access"]
if (IrealmAccess) {

return false

}
const roles = realmAccess.roles as string|]
if (Iroles) {
return false
}

return roles.includes("admin")



Vytvarat pouzivatelov moze iba admin
typescript/src/persons/personList/PersonList.tsx

function PersonlList() {
const auth = useAuth();
const isAdmin = userisAdmin(auth.user)

return (
<>
<TableContainer component={Paper}>

</TableContainer>
{isAdmin ? <lconButton color="primary' size="large"
onClick={() => navigate('/add-person')}><Addicon/></lconButton> : null}
</>

);



Vlytvaranie pouzivatela v React-e

* Heslo nového pouzivatela musime zadat uz v nasej appke

typescript/src/persons/PersonAdd.tsx typescript/src/persons/person.tsx
export function PersonAdd() { export type Person = {
id?: number;
return ( name: string;

<Stack spacing={2}> email: string;

<TextField active: boolean;

fullwidth gender?: Gender;
margin="normal" cardReaders: CardReader(];
label="Password"

name="password" password?: string;
value={person.password} }

type="password"
onChange={(e) => {
setPerson((currPerson) => ({...currPerson, password: e.target.value} as Person));
1
/>

</.S.;cack>
);
}



Integrujme vytvaranie uzivatelov v
Spring Boot-e

* React pri vytvarani entity person posiela do Javy aj atribut password

* Ale v Spring Boot-e trieda Person nema inst. premennu password
e Ziaden problém, ved ju pridajme. Ci?
* Velky problém, lebo password patri do KC a nie do nasej DB (trieda Person =
MySQL tabulka person)

...J/controllers/PersonController.java ...Jentities/Person.java
@PostMapping("/persons") @Data
@ResponseStatus(HttpStatus.CREATED) @Entity
public Person create(..., @RequestBody Person person) { @Table(name = "person")

public class Person {

}
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Data Transfer Object

* Entita person z perzistentnej vrstvy (Person.java + MySQL)
vyzera inac ako potrebujeme na strane prezentacnej vrstvy
(PersonController.java + React)

* NavysSe potrebujeme entitu Person aj s heslom nejako dostat
do Keycloaku (t.j. entita USER_ENTITY v Uplne inej DB)

e Uvitajme vzor DTO
* PersonDTO bude obsahovat atriblty z entity Person + heslo



Data Transfer Object

@Data Skopirujeme vsetky insStancné premenné z Person.java

public class PersonD

Pridame potrebné nové inst. premenné

private String password;
— Prazdny konstruktor pre JSON mapovanie

\

public PersonDto() {}

public PersonDto(Person person) { ... }
Konvertovanie z entity->dto a naopak

public Person toEntity() { ... }

public enum GenderDto{ ... } _, Pre ,uplnost” by sme mali aj urobit aj GenderDto a
} spravit aj ChipReaderDto




Integrujme vytvaranie uzivatelov v
Spring Boot-e (pokus 2)

...J/controllers/PersonController.java . Av Y , v .
¢ y Iba admin moze vytvarat novych pouzivatelov
persons

(HttpStatus.CREATED)
public PersonDto create(EntranceUser e eUser, PersonDto personDto) {

if (lentranceUser.isAdmin()) {

throw new ResponseStatusException(HttpStatus.FORBIDDEN, "Only admins can create persons");
}

if (personDto.getPassword() == null | | personDto.getPassword().isBlank()) { Ak nenastavujeme heslo,

return new PersonDto(personRepository.save(personDto.toEntity())); tak iba ulozime do DB.

} T.j. novy uzivatel sa

nebude moct
automaticky prihlasit.
(sucasny stav)

V opachom pripade vytvorime

} uzivatela aj v KC s heslom. T.j. novy
uzivatel sa bude vediet prihlasit ako
normal_user.



Keycloak Admin Client

* KC ma vlastné administracné REST API pre programatickeé
manazovanie uzivatelov

e Zabalené v knizniciach pre Javu a JavaScript (+ neoficialne pre Python)
* Vinych jazykoch pouzivat surovy HTTP klient

pom.xml

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>24.0.1</version>

</dependency>

POZOR: Verzia musi byt identicka s KC
serverom (vid Docker obraz pre KC)



Nakonfigurujme KC klienta

* Potrebujeme v risi zaregistrovat nového klienta pre nasu Spring Boot
appku

init_keycloak.json

{

"realm": "entrance-be",

"clients": [
{
“"clientld": "entrance-be",
"secret": "CHANGE_ME",
"enabled": true,
"directAccessGrantsEnabled": true

}
]
}



Nakonfigurujme KC klienta

* A taktiez aj nového pouzivatela so spravnou rolou

init_keycloak.json

"username": "entrance-realm-admin",
"email": "entrance-realm-admin@entrance.com",

"firstName": "entrance-realm-admin",
"lastName": "entrance-realm-admin",
"enabled": true,
"emailVerified": true,
"credentials": [
{
"type": "password",
"value": "CHANGE_ME",
"temporary": false
}
1

"clientRoles": {
"realm-management": ["realm-admin"]

}
}



Nakonfigurujme KC clienta

* Potrebujeme nakonfigurovat parametre pre KC admin kniznicu

src/main/resources/application.properties

app.keycloak.admin.url=S{KEYCLOAK_URL:http://localhost:9080}
app.keycloak.admin.client.id=S{KEYCLOAK_ADMIN_CLIENT ID:entrance-be}
app.keycloak.admin.client.secret=S{KEYCLOAK_ADMIN_CLIENT_SECRET:CHANGE_ME}
app.keycloak.admin.username=S{KEYCLOAK_ADMIN_USERNAME:entrance-realm-admin}
app.keycloak.admin.password=S{KEYCLOAK_ADMIN_PASSWORD:CHANGE_ME}



Vytvorme KC clienta

* Tovaren pre KC klienta

src/main/java/.../configs/Config.java

@Bean

public Keycloak keycloak(@Value("S{app.keycloak.admin.url}") String authServerUrl,
@Value("S{app.keycloak.realm}") String realm,
@Value("S{app.keycloak.admin.client.id}") String clientld,
@Value("S{app.keycloak.admin.client.secret}") String clientSecret,
@Value("S{app.keycloak.admin.username}") String username,

@Value("S{app.keycloak.admin.password}") String password) {
return KeycloakBuilder

.builder()

.serverUrl(authServerUrl)

.realm(realm)

.clientld(clientld)

.clientSecret(Objects.equals(clientSecret, "") ? null : clientSecret)
.username(username)

.password(password)

.grantType(OAuth2Constants.PASSWORD)

build();



Musime do DTO dodat aj mapovanie pre KC
user-a

.../PersonDto.java

public UserRepresentation toUserRepresentation() {
UserRepresentation userRepresentation = new UserRepresentation();
userRepresentation.setUsername(email);
userRepresentation.setEmail(email);

var splitName = name.split(" ");

if (splitName.length == 0) {
userRepresentation.setFirstName("");
userRepresentation.setLastName("");

} else {
userRepresentation.setFirstName(splitName[0]);
userRepresentation.setLastName(splitName[splitName.length - 1]);

}
userRepresentation.setEnabled(active);
TODO: remove once Keycloak email integration is implemented

userRepresentation.setEmailVerified(true);

return userRepresentation;



Musime do DTO dodat aj mapovanie pre
user-password

.../PersonDto.java

public CredentialRepresentation toCredentialRepresentation(boolean tempPass) {
var credentials = new CredentialRepresentation();
credentials.setType(CredentialRepresentation.PASSWORD);
credentials.setValue(password);
credentials.setTemporary(tempPass);
return credentials;

Hesla uzivatelov sa v KC musia ukladat samostatne v objekte typu
CredentialRepresentation.

Aj ked UserRepresentation z predchadzajuceho slajdu ma setter pre
atribut typu CredentialRepresentation, tak to nebude fungovat a
heslo musime ulozit v samostatnom API volani.



Vytvorenie user-a v KC zo Spring Boot-u

...Jcontrollers/PersonController.java, metéda create

String keycloakld;
try (var response = keycloak.realm("entrance").users().create(personDto.toUserRepresentation())) {
if (response.getStatus() !=201) {
throw new ResponseStatusException(HttpStatus.INTERNAL SERVER ERROR, "Failed to create user");

}
keycloakld = CreatedResponseUtil.getCreatedId(response);

}



Vytvorenie hesla v KC zo Spring Boot-u

...Jcontrollers/PersonController.java, metdda create
Podla interného KC ID user-a si ho vytiahneme
var keycloakUser = keycloak.realm("entrance").users().get(keycloakid);

Nastavime mu heslo z personDto
keycloakUser.resetPassword(personDto.toCredentialRepresentation(true));

Nastavime mu rolu
var role = keycloak.realm("entrance").roles().get("normal user").toRepresentation();
keycloakUser.roles().realmLevel().add(List.of(role));

return new PersonDto(personRepository.save(personDto.toEntity()));



Treba este poriesit update a delete




Dakujem za pozornost

Tato prednaska by zabila aj Chucka Norrisa
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