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Autentifikacia Autorizacia

* Mam pristup do systému « Co mdzem v systéme robit

* meno+heslo




Keycloak (KC) hierarchia

* RiSa (realm)
 Je najvyssi objekt v Keycloaku
* Napr. celd nada organizacia (UPJS)
 RiSa ma klientov (clients)
 Klienti predstavuju jednotlivé aplikacie
* Napr. AiS, Outlook 365, Jedalen, Entrance, ...
* Risa ma uzivatelov
 Uzivatel nemoze robit v KC ni¢ pokial nema spravnu rolu



Role

» Uzivatelia v Keycloaku m6zu mat role

* KC ma svoje role
* Dovoluju pristup do vnutra KC

* MOZeme si vytvarat vlastné role
* Rola je iba string + volitelné atributy
e Napr. admin, normal_user,
* Rolu priradime uzivetelom

 Aplikacia pozera do JWT na role a
rozhoduje sa ¢o dovoli a ¢o nie




Skupiny roli
* MOzZzeme mat vela roli

* Pre kazdu funkcionalitu

* Napr. assign_card_readers, create_card_readers,

view_users, create_users, ...

 Vytvorime si skupinu roli (group)

* Napr. admins, normal_users, observers

 Adminom dame vsetky role

e ,Normalnym® pouzivatelovi iba niektoré

e ,Pozorovatelom” dame iba role ako view_*, alebo read *

e Uzivatelov nasledne priradime do skupin
* Autorizacné modely RBAC, ABAC, PBAC, ...



Risske role a klientské role

* Role m6zeme vytvarat na Urovni
e Rise (realm_roles)
 Klienta (client_roles)

* Urovne su samostatné a vJWT sU v
rozlicnych atributoch

* Risska rola je spolocna pre vsetkych
klientov (aplikacie)

* Klientska rola je iba pre jednu
aplikaciu



Klientsky ramec

* Klientské role m6zeme este priradovat
do klientskych ramcov (Client Scope)

* Ak vytvorime ramec a dame do neho
rolu

* Tak iba pouzivatel s danou rolou sa
moze prihlasit do tej konkrétnej
aplikacie

* MOZeme mat teda pouzivatelov, ktori
sa moOzu prihlasit napr. do AiS a do
Outlooku, ale nie do Jedalne, alebo do
Entrance



Priklad

Jednoduché risske role



Vytvorme si role

* \V\ytvorme si role admin a normal_user
* Admin bude moct vsetko

* Normalny pouZzivatel bude moct
* Zmenit si meno, heslo
* Vidiet svoje pristupy k ¢itackam
(card_readers)
* Vidiet iba seba, nie ostatnych

* Role si vytvorime v KC
* V Ul, alebo lepSie rovno v
init_keycloak.json

* Ale funkcionalitu/vyznam im ddme az v
nasej appke



Vytvorme si role

{

"realm": "entrance",

;l" ", -
roles": {

"realm": [
{"name": "admin"}, ——— Role na drovni ride
{"name": “normal_usgr}
]
}I —/
"users": [
{

"username": "entrance-admin",

"realmRoles": [
"admin" Priradme uzivatelovi role

]
b




Role v Spring Boot

* Vieme, ze role uzivatela budu v JWT
e JWT ale nemaju pre role jednotny format

* Musime si role z JWT vytiahnut sami a
prekonvertovat ich do objektov typu
GrantedAuthority



Role v Spring Boot

src/main/.../configs/KeycloakJwtTokenConverter.java

public class KeycloakJwtTokenConverter implements Converter<Jwt, JwtAuthenticationToken > {

@Override

public JwtAuthenticationToken convert(@NonNull Jwt jwt) {
var realmAccess = jwt.getClaimAsMap("realm_access");
var roles = (Collection<String>) realmAccess.get("roles");

var authorities = roles.stream()
.map(SimpleGrantedAuthority::new)
.toSet();

return new JwtAuthenticationToken(jwt, authorities, principalClaimName);

}



/Zjednodusme si JWT

 Z triedy JwtAuthenticationToken sa role vytahuju zlozito
* Napr. kontrola, Ci uzivatel je admin
» getAuthorities().stream().anyMatch(a -> a.getAuthority().equals("admin"))
* Musime to robit c¢asto, v kazdom Controller-i viackrat

e RozSirme si teda tu triedu a naucme ju co chceme

public class EntranceUser extends JwtAuthenticationToken {

public EntranceUser(Jwt jwt, Collection<? extends GrantedAuthority> authorities, String name) {
super(jwt, authorities, name);

}

public boolean isAdmin() {
return getAuthorities().stream().anyMatch(a -> a.getAuthority().equals("admin"));

}

public String getEmail() {
return (String) getToken().getClaims().get("email");

}
}



Pouzime EntranceUser v JWT konverteri

* Nau¢me Spring Boot aby si surove JWT previedol na nasho
EntranceUser-a

src/main/.../configs/KeycloakJwtTokenConverter.java

public class KeycloakJwtTokenConverter implements Converter<Jwt, EntranceUser> {

@Override
public EntranceUser convert(@NonNull Jwt jwt) {

return new EntranceUser(jwt, authorities, principalClaimName);
}
}



Pouzime EntranceUser v Controller-i

* Do kazdej HTTP metody s v triede s
mozZeme dat parameter typu EntranceUser a pouzit ho

@RestController
public class PersonController {

@GetMapping("/persons")
public Page<Person> list(EntranceUser entranceUser, ...) {

if (entranceUser.isAdmin()) {
var pagination = PageRequest.of(page.orElse(0), count.orElse(Integer. MAX VALUHK)); Al e e i e pouil'vatel’ov
return personRepository.findAll(pagination).map(Person::new); y

}

var person = personRepository.findByEmail(entranceUser.getEmail());
if (person == null) {
return new Pagelmpl<>(List.of()); Nie-admin moze vidiet iba seba

}

return new Pagelmpl<>(List.of(person.get()));



Ukazka

* Prihlasme sa do KC ako admin.

* \/lytvorme si pouzivatela v KC s menom emailom lucka@upjs.sk
* Dajme jej aj nejaké heslo

* Prihlasme sa do FE ako lucka@upjs.sk.
* Neuvidime nic.

* Prihlasme sa do FE ako entrance-admin
e Uvidime vela os6b, ale nie Lucku

* V\ytvorme v FE osobu s emailom lucka@upjs.sk

* Prihlasme sa znova do FE ako lucka@upijs.sk.
* Uvidime jednu osobu - Lucku



mailto:lucka@upjs.sk
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mailto:lucka@upjs.sk
mailto:lucka@upjs.sk

Priklad

Integrované vytvaranie pouzivatelov



Manazment uzivatelov

» Keycloak sluzi ako centralna databaza uzivatelov (user)
... pre aplikacie (klientov) v organizacii (risi)

 Aplikacie maju svoje vlastné databazy s tabulkou pouzivatelov (napr.
tabulka person)

/_\ Keycloak
Entrance MySQL MySQL/PostgreSQL/...

person {HO@------r----------------- ----0R USER_ENTITY

~. ~




Manazment uzivatelov

* Potrebujeme parovanie medzi KC user-mi a Entrance person-ami

* Teraz admin moze vytvarat person v Entrance a nasledne rucéne v
vytvorit user-a v KC s tym istym emailom, s rolou normal_user a
nejakym heslom.

e Potrebujeme vhodny ,,cudzi kluc¢”“ medzi entitami person a user
* ID nemo6zeme pouzit, lebo Entrance aj Keycloak si ID generuju samostatne

* Pouzime atribut email
* V Entrance je email unikatny pre person-u
* V KC mame email unikatny pre user-a (POZOR, musi to byt zapnuté na Urovni riSe)



Integrujme vytvaranie uzivatelov v React-e

* Nahrajme kniznicu na parsovanie JWT
* npm install jwt-decoder

 Pomocna funkcia na zistenie, Ci prihlaseny pouzivatel je admin

export function userlsAdmin(user: User | null | undefined):
boolean {
if (tuser) {
return false

}

const access_token = jwtDecode<any>(user.access_token)
const realmAccess = access_token["realm_access"]
if ('realmAccess) {

return false

}
const roles = realmAccess.roles as string|]
if (roles) {
return false
}

return roles.includes("admin")



Vytvarat pouzivatelov moze iba admin

typescript/src/persons/personList/PersonList.tsx

function PersonlList() {
const auth = useAuth();
const isAdmin = userisAdmin(auth.user)

return (
<>
<TableContainer component={Paper}>

</TableContainer>
{isAdmin ? <lconButton color="primary' size="large"
onClick={() => navigate('/add-person')}><Addlcon/></IconButton> : null}
</>

);



Vlytvaranie pouzivatela v React-e

* Heslo nového pouzivatela musime zadat uz v nasej appke

typescript/src/persons/PersonAdd.tsx typescript/src/persons/person.tsx
export function PersonAdd() { export type Person = {
id?: number;
return { name: string;

<Stack ing={2}> . .
ack spacing={2} email: string;

<TextField active: boolean;

fullWidth
margin="normal"
label="Password"
name="password"
value={person.password}
type="password"
onChange={(e) => {
setPerson((currPerson) => ({...currPerson, password: e.target.value} as Person));
1
/>

</.S.’;ack>
);
}

gender?: Gender;
cardReaders: CardReader(];

password?: string;



Integrujme vytvaranie uzivatelov v
Spring Boot-e

* React pri vytvarani entity person posiela do Javy aj atribut password

* Ale v Spring Boot-e trieda Person nema inst. premennu password
e Ziaden problém, ved ju pridajme. Ci?
* Velky problém, lebo password patri do KC a nie do nasej DB (trieda Person =
MySQL tabulka person)

...J/controllers/PersonController.java ...Jentities/Person.java
@PostMapping("/persons") @Data
@ResponseStatus(HttpStatus.CREATED) @Entity
public Person create(..., @RequestBody Person person) { @Table(name = "person")

public class Person {



Data Transfer Object

* Entita person z perzistentnej vrstvy (Person.java + MySQL) vyzera inac ako
potrebujeme na strane APl vrstvy (PersonController.java + React)

* Navyse Eotrebujeme entitu Person aj s password-om nejako dostat do
Keycloaku (t.j. entita USER_ENTITY v uplne inej DB)

* Univerzalne DTO objekty, ktoré potom prevadzame na entity

Skopirujeme vsetky inStan¢né premenné z Person.java
public class PersonDto

. — Pridame potrebné nové inst. premenné
private String password;

. T Prazdny konstruktor pre JSON mapovanie
public PersonDto() {}

public PersonDto(Person person) { ... }

Konvertovanie z entity->dto a naopak
public Person toEntity() { ... }

publicenum Gender { ... }

— Pre ,,Uplnost” by sme mali aj skopirovat aj Gender (a spravit aj CardReaderDto)



Integrujme vytvaranie uzivatelov v
Spring Boot-e (pokus 2)

...J/controllers/PersonController.java

("/persons")
(HttpStatus.CREATED)
public PersonDto create(EntranceUser entranceUser, PersonDto personDto) {

if (lentranceUser.isAdmin()) { . ~ Iba admin mo6ze vytvarat novych pouzivatelov
throw new ReSponseStatUSExceptlon(HttpstatUS.FORBIDDEN, IIOI"\Iy admins carr create pTIsvrs J,

}

if (personDto.getPassword() == null | | personDto.getPassword().isBlank()) { Ak nenastavujeme heslo, tak iba ulozime do

return new PersonDto(personRepository.save(personDto.toEntity())); DB. 1.J n.ovy uz!va’,ce.l lsa rfbudle fnact
} automaticky prihlasit. (sucasny stav)

V opac¢nom pripade vytvorime uzivatela aj v
KC s heslom. T.j. novy uzivatel sa bude vediet
} prihlasit ako normal_user.



Keycloak Admin Client

e KC ma vlastné administracné REST API pre programatickeé
manazovanie uzivatelov

e Zabalené v knizniciach pre Javu a JavaScript (+ neoficialne pre Python)
* Vinych jazykoch pouzivat surovy HTTP klient

pom.xml

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>24.0.1</version> POZOR: Verzia musi byt identickd s KC

</dependency> serverom (vid Docker obraz pre KC)



Nakontfigurujme KC klienta

* Potrebujeme v risi zaregistrovat nového klienta pre nasu Spring Boot
appku

init_keycloak.json

{

"realm": "entrance-be",

"clients": [
{
"clientld": "entrance-be",
"secret": "CHANGE_ME",
"enabled": true,
"directAccessGrantsEnabled": true

}
]
}



Nakontfigurujme KC klienta

A taktiez aj nového pouzivatela so spravnou rolou

init_keycloak.json

{

"username": "entrance-realm-admin",
"email": "entrance-realm-admin@entrance.com",

"firstName": "entrance-realm-admin",
"lastName": "entrance-realm-admin",
"enabled": true,
"emailVerified": true,
"credentials": [
{
"type": "password",
"value": "CHANGE_ME",
"temporary": false
}
1,

“clientRoles": {
"realm-management": ["realm-admin"]
}
}



Nakonfigurujme KC clienta

* Potrebujeme nakonfigurovat parametre pre KC admin kniznicu

src/main/resources/application.properties

app.keycloak.admin.url=S{KEYCLOAK_URL:http://localhost:9080}
app.keycloak.admin.client.id=S{KEYCLOAK_ADMIN_CLIENT ID:entrance-be}
app.keycloak.admin.client.secret=S{KEYCLOAK_ADMIN_CLIENT_SECRET:CHANGE_ME}
app.keycloak.admin.username=S{KEYCLOAK_ADMIN_USERNAME:entrance-realm-admin}
app.keycloak.admin.password=S{KEYCLOAK_ADMIN_PASSWORD:CHANGE_ME}



Vytvorme KC clienta

* Tovaren pre KC klienta

src/main/java/.../configs/Config.java

@Bean
public Keycloak keycloak(@Value("S{app.keycloak.admin.url}") String authServerUrl,
@Value("S{app.keycloak.realm}") String realm,
@Value("S{app.keycloak.admin.client.id}") String clientid,
@Value("S{app.keycloak.admin.client.secret}") String clientSecret,
@Value("S{app.keycloak.admin.username}") String username,
@Value("S{app.keycloak.admin.password}") String password) {
return KeycloakBuilder
.builder()
.serverUrl(authServerUrl)
.realm(realm)
.clientld(clientld)
.clientSecret(Objects.equals(clientSecret, "") ? null : clientSecret)
.username(username)
.password(password)
.grantType(OAuth2Constants.PASSWORD)
build();



Musime do DTO dodat aj mapovanie pre KC
user-a a KC user-password

.../PersonDto.java

el Vs srrm s el e e e ) ] Hesla uzivatelov sa v KC musia ukladat samostatne v
UserRepresentation userRepresentation = new UserRepresentation(); objekte typu CredentialRepresentation.
userRepresentation.setUsername(email); Aj ked UserRepresentation ma setter pre atribut typu
userRepresentation.setEmail(email); CredentialRepresentation, tak to nebude fungovat a heslo musime

ulozZit v samostatnom API volani. Preco? Lebo medved.
var splitName = name.split(" ");

if (splitName.length ==0) {

userRepresentation.setFirstName(""); [ —— i FE—— — -
userRepresentation.setLastName(""); public CredentialRepresentation toCredentialRepresentation(boolean tempPass) {

}else { var credentials = new CredentialRepresentation();
userRepresentation.setFirstName(splitName[0]); credentials.setType(CredentialRepresentation.PASSWORD);

userRepresentation.setLastName(splitName[splitName.length - 1]); credentials.setValue(password);
} credentials.setTemporary(tempPass);

return credentials;

userRepresentation.setEnabled(active); }
TODO: remove once Keycloak email integration is implemented
userRepresentation.setEmailVerified(true);

return userRepresentation;



Vytvorenie user-a v KC zo Spring Boot-u

...[/controllers/PersonController.java, metdda create

String keycloakld;
try (var response = keycloak.realm("entrance").users().create(personDto.toUserRepresentation())) {
if (response.getStatus() !=201) {
throw new ResponseStatusException(HttpStatus./INTERNAL SERVER ERROR, "Failed to create user");

}
keycloakld = CreatedResponseUtil.getCreatedId(response);

}



Vytvorenie hesla v KC zo Spring Boot-u

...J/controllers/PersonController.java, metdda create

Podla interného KC ID user-a si ho vytiahneme
var keycloakUser = keycloak.realm("entrance").users().get(keycloakld);

Nastavime mu heslo z personDto
keycloakUser.resetPassword(personDto.toCredentialRepresentation(true));

Nastavime mu rolu

var role = keycloak.realm("entrance").roles().get("normal _user").toRepresentation();
keycloakUser.roles().realmLevel().add(List.of(role));

return new PersonDto(personRepository.save(personDto.toEntity()));



Treba este poriesit update a delete




Dakujem za pozornost

Tato prednaska by zabila aj Chucka Norrisa




