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Full-stack aplikacia

* Pre nasu appku Entrance mame
* Aplikacny server (Web Ul) — React
e Aplikacny server (REST API) — Spring Boot

* Priklad: Lucka chce zobrazit vSetky
osoby v Entrance

1. Lucka chce v Ul vykonat akciu

* React posle GET /persons poziadavku na
Spring Boot

e 2. Spring Boot posle zoznam o0sb6b

React Spring Boot



Full-stack aplikacia s OIDC

* Mame
* Aplikacny server (Web Ul) — React
e Aplikacny server (REST API) — Spring Boot
* Autentifikacny server (OIDC) — Keycloak

* Priklad: Lucka chce zobrazit vSetky osoby
v Entrance /CLOAK
* 0. Spring Boot si pri spusteni vypyta verejny
kf'dC od Keycloaku
1. React Lucku presmeruje na Keycloak 1 0
* Ta sa tam prihlasi cez meno+heslo
2. Keycloak vyda JWT a posle ho Reactu
3. Lucka chce v Ul vykonat akciu

» React posle GET /persons poziadavku na Spring
Boot 3

* No teraz do hlavicky pribali JWT -
4. Spring Boot overi platnost JWT ) 4

e ...a posle zoznam osbb
React Spring Boot




Trocha fastforvardnime

* Potrebujeme Web Ul
e Zoberme si React appku z PAZ1c

e Potrebujem REST API

e Zoberme si *Controller.java triedy z PAZ1c
* Dajme ich do naseho repa
* Prerobme z DAO na JPARepository

* Alebo pouzime uz predpripraveny projekt v PRO1a


https://gitlab.science.upjs.sk/paz1c-2023/Prednasky_p11_web_http
https://gitlab.science.upjs.sk/paz1c-2023/prednasky_rest
https://gitlab.science.upjs.sk/pro1a-2024/entrance/-/tree/p05_init?ref_type=heads

Upravme si MySQL kontajner

MySQL bude lokdlne zdielana medzi dvoma appkami — nas Entrance a Keycloak
Kazda appka by mala mat svoj vlastny objekt DATABASE
V realnom nasadeni by Entrance aj Keycloak pouzivali vlastné MySQL instancie

Nevyhoda tohto pristupu: musime najprv zmazat kontajner (napr. cez docker compose down)

docker-compose.yaml

services:

mysql:
image: mysql:8.3.0
environment:
~IECL DATARAS Emeptranent
— SO PASSUNOR Decoerar
-'MYSQL_ROOT_PASSWORD=verysecret
'MYSQL_USER= "
ports:
- '3306:3306'
volumes:
- ./init.sql:/docker-entrypoint-initdb.d/init.sql
healthcheck:
test: [ "CMD", "mysqgladmin®, "ping", "-h", "localhost" ]
interval: 10s
timeout: 5s
retries: 5

init.sql

CREATE DATABASE IF NOT EXISTS “entrance’;
CREATE DATABASE IF NOT EXISTS “keycloak’;

CREATE USER IF NOT EXISTS 'myuser'@'%' IDENTIFIED BY 'secret’;
CREATE USER IF NOT EXISTS 'kcuser'@'%' IDENTIFIED BY 'secret';

GRANT ALL PRIVILEGES ON ‘“entrance’.* TO 'myuser'@'%';
GRANT ALL PRIVILEGES ON ‘keycloak™.* TO 'kcuser'@'%';



Vlozme Keycloak

docker-compose.yaml

services:

keycloak:
image: keycloak/keycloak:24.0.1-0
environment:
- KEYCLOAK_ADMIN=admin
- KEYCLOAK_ADMIN_PASSWORD=admin
- KC_DB=mysq|l
- KC_DB_URL_HOST=mysql
- KC_DV_URL_DATABASE=keycloak
- KC_DB_USERNAME=kcuser
- KC_DB_PASSWORD=secret
- KC_HEALTH_ENABLED=true
- KC_HTTP_PORT=9080

command: ["start-dev", "--import-realm"]
ports:
- '9080:9080"
volumes:
- ./init_keycloak.json:/opt/keycloak/data/import/init_keycloak.json
depends_on:
mysql:

condition: service_healthy
healthcheck:
test: ["CMD-SHELL", "exec 3<>/dev/tcp/127.0.0.1/9080;echo -e \"GET /health/ready HTTP/1.1\r\nhost: http://localhost\r\nConnection: close\r\n\r\n\" >&3;grep \"HTTP/1.1 200 OK\" <&3"]
interval: 10s
timeout: 5s
retries: 20



Nastavenie Keycloaku

* Kazdy projekt potrebuje realm-u (risu)
* Realm-a obsahuje
* nastavenia pre nas projekt,
* uzivateloy,
* nastavenia pre klientské aplikacie.
* V nasom pripade Web Ul
* Realm-u si vieme zalozit
* vo webovom rozhrani Keycloaku,
* v JSON formate, ktory si Keycloak nacita




Budujme nasu risu

init_keycloak.json
{ = “clients": [

"realm": "entrance", {

"enabled": true,
"ssIRequired": "external",
"registrationAllowed": falsg,
"users": [
{
"username": "entrance-
admin",
"enabled": true,
"emailVerified": false,
"credentials": [

v

{
"type": "password",
"value": "entrance-admin",
"temporary": true
}
]
}
1,

“clientld": "entrance-app",

"secret": "CHANGE_ME",

"rootUrl": "http://localhost:3000",

"adminUrl": "http://localhost:3000",

"surrogateAuthRequired": false,

"enabled": true,

"redirectUris": [
"http://localhost:3000/*"

]I

"webOrigins": ["*"],

"notBefore": 0,

"bearerOnly": false,

"publicClient": true,

"standardFlowEnabled": true,

"implicitFlowEnabled": false,

"directAccessGrantsEnabled": true,

"serviceAccountsEnabled": false,

"authorizationServicesEnabled": true




Priebezna sumarizacia

e Spustime Docker Compose
* Mame MySQL s databazami entrance a keycloak

* Keycloak ma dve realm-y

* master, kde je uzivatel admin
* Tento uzivatel ma plny pristup k rozhraniu Keycloaku
* entrance, kde je uzivatel entrance-admin
* Tento uzivatel ma velmi obmedzeny pristup k rozhraniu Keycloaku
* Bude mat ale plny pristup k nasej appke Entrance
 Mame este klienta entrance-app, ktory nastavuje OIDC pre nasu appku Entrance



) spring

SECURITY

Nastavme Web AP

Spring Boot + OIDC



Spring Security

pom.xml

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-security</artifactld>
</dependency>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-oauth2-resource-server</artifactld>
</dependency>



Nastavenie Spring Security OIDC

src/main/resources/application.properties

spring.security.oauth2.resourceserver.jwt.issuer-uri=S{KEYCLOAK_URL:http://localhost:9080}/realms/entrance

spring.security.oauth2.resourceserver.jwt.jwk-set-uri=S{spring.security.oauth2.resourceserver.jwt.issuer-
uri}/protocol/openid-connect/certs

app.token.converter.principal-attribute=preferred _username # email

app.token.converter.resource-id=entrance-app



Mapujme JWT
* Potrebujeme prekonvertovat surovy JWT na format pre Spring Security

public class KeycloakJwtTokenConverter implements Converter<Jwt, JwtAuthenticationToken> {
private final String principalAttribute;

public KeycloakJwtTokenConverter(String principalAttribute) {

this.principalAttribute = principalAttribute;
} |dentifikovanie uzivatela podla

principalAttribute

(username/email). Ak neexistuje,
public JwtAuthenticationToken convert( Jwt jwt) { tak pouZijeme atribdt SUB (user ID
z Keycloaku)

String claim = Objects.requireNonNullElse(principalAttribute, JwtClaimNames.SUB);
String principalClaimName = jwt.getClaimAsString(claim);

return new JwtAuthenticationToken(jwt, Collections.emptyList(), principalClaimName);

}
}



/apnutie zabezpecenia

* Najdeme existujucu konfiguracnu triedu a nastavime v nej sekjuritu

@Configuration
@EnableWebSecurity
public class Config {

private final KeycloakJwtTokenConverter keycloaklwtTokenConverter; — Instancia nasho JWT konvertora

public Config(
@Value("app.token.converter.principal-attribute") String keycloakPrincipalAttribute) {

this.keycloakJwtTokenConverter = new KeycloaklwtTokenConverter(keycloakPrincipalAttribute);

}

@Bean

public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {
return http /
.authorizeHttpRequests(cfg -> cfg.anyRequest().authenticated())

Autentifikacia pre vSetky HTTP pozZiadavky

.0auth2ResourceServer(cfg -> cfg.jwt(jwt -> jwt.jwtAuthenticationConverter(keycloakJwtTokenConverter)))

build();

.sessionManagement(cfg -> cfg.sessionCreationPolicy(SessionCreationPolicy.STATELESS)) \

* REST API aplikacie by mali byt bezstavové
* Pri OIDC by si server appka nemala pamatat prihlasenych uZivatelov




Nastavme Web U]

React + OIDC




Dodajme do Reactu OIDC

 Sme v prieCinku typescript
* Nainstalujme zavislosti
« npm install oidc-client-ts react-oidc-context --save

Konfiguracia pre OIDC:
typescript/src/config.ts
export const oidcAuthority = process.env.REACT_APP_OIDC_URI ? process.env.REACT _APP_OIDC_URI : 'http://localhost:9080/realms/entrance’;
export const oidcSecret = process.env.REACT_APP_OIDC_SECRET ? process.env.REACT_APP_OIDC_SECRET : 'CHANGE_ME";
export const oidcRedirectURI = process.env.REACT_APP_OIDC_REDIRECT _URI ? process.env.REACT _APP_OIDC_REDIRECT_URI : 'http://localhost:3000/';

export const oidcClientld = 'entrance-app'



,Zabalenie” aplikacie do OIDC

typescript/src/index.tsx

const oidcConfig = {
authority: oidcAuthority,

client_id: oidcClientld, >__
client_secret: oidcSecret,

redirect_uri: oidcRedirectURI,

personStore: new WebStorageStateStore({ store: window.localStorage }),

|5

const onSigninCallback = (): void => {
window.history.replaceState(

{

document.title,
window.location.pathname
)

const root = ReactDOM.createRoot(
document.getElementByld('root') as HTMLElement

);

root.render(
<AuthProvider {...oidcConfig} onSigninCallback={onSigninCallback}>

i > Celu appku zabalime do OIDC klienta
</AuthProvider>,

);

}




Prihlasovanie uzivatela

typescript/src/App.tsx
function App() {

const auth = useAuth();
const [hasTriedSignin, setHasTriedSignin] = useState(false);

useEffect(() => { |
if (!hasAuthParams() && Ak nie som prihlaseny;, ...

lauth.isAuthenticated && lauth.activeNavigator && !auth.isLoading &&
lhasTriedSignin

)

auth.signinRedirect(); — ..., presmeruj ma do Keycloaku
setHasTriedSignin(true);

}
}, [auth, hasTriedSignin]);

if (auth.isLoading) {

\ 4

Toto zobrazuj pocas procesu prihlasovania

return <div>Signing you in/out...</div>;

}

if (lauth.isAuthenticated) {
return <div>Unable to log in: {'S{auth.error} }</div>;

'

Ak stale nie som prihlaseny, tak nieco je zle

}



Posielanie JWT tokenu do REST API

typescript/src/persons/personService.ts

export async function getPersons(accessToken: string) {
const response = await fetch( S{restURI}/persons’, {
headers: {
Authorization: ‘Bearer S{accessToken}

}
1;

const data = await response.json();
return data.content as Person([];

* Analogicky upravme ostatné funkcie
* Nezabudnime na typescript/src/cardReaders/cardReaderService.ts



Ziskanie JWT tokenu v komponente

typescript/src/persons/PersonList.tsx

function PersonlList() {
const auth = useAuth();
const accessToken = auth.user?.access_token ? auth.user?.access_token : ""
useEffect(() => {
getPersons(accessToken)
.then(persons => setPersons(persons))
.catch(error => setError(new Error("Could not fetch persons”, {cause: error})));

i)

* Analogicky upravme ostatné komponenty



Dakujem za
pozornost

Toto je ale chutny burger.
- Ezekiel 25:17
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